Coast Guard, DHS

(4) Increasing the coverage and inten-
sity of lighting, including the provision
of additional lighting and coverage.

(d) MARSEC Level 3. In addition to
the security measures for MARSEC
Level 1 and MARSEC Level 2, at
MARSEC Level 3, the facility owner or
operator must also ensure implementa-
tion of additional security measures, as
specified for MARSEC Level 3 in the
approved FSP. These additional secu-
rity measures may include:

(1) Switching on all lighting within,
or illuminating the vicinity of, the fa-
cility;

(2) Switching on all surveillance
equipment capable of recording activi-
ties within or adjacent to the facility;

(3) Maximizing the length of time
such surveillance equipment can con-
tinue to record; or

(4) Complying with the instructions
issued by those responding to the secu-
rity incident.

[USCG—-2003-14732, 68 FR 39322, July 1, 2003, as
amended at 68 FR 60542, Oct. 22, 2003]

§105.280 Security incident procedures.

For each MARSEC Level, the facility
owner or operator must ensure the Fa-
cility Security Officer and facility se-
curity personnel are able to:

(a) Respond to security threats or
breaches of security and maintain crit-
ical facility and vessel-to-facility
interface operations;

(b) Evacuate the facility in case of
security threats or breaches of secu-
rity;

(c) Report security incidents as re-
quired in §101.305 of this subchapter;

(d) Brief all facility personnel on pos-
sible threats and the need for vigilance,
soliciting their assistance in reporting
suspicious persons, objects, or activi-
ties; and

(e) Secure non-critical operations in
order to focus response on critical op-
erations.

§105.285 Additional requirements-pas-
senger and ferry facilities.

(a) At all MARSEC Levels, the owner
or operator of a passenger or ferry fa-
cility must ensure, in coordination
with a vessel moored at the facility,
that the following security measures
are implemented in addition to the re-
quirements of this part:

§105.290

(1) Establish separate areas to seg-
regate unchecked persons and personal
effects from checked persons and per-
sonal effects;

(2) Ensure that a defined percentage
of vehicles to be loaded aboard are
screened prior to loading, in accord-
ance with a MARSEC Directive or
other orders issued by the Coast Guard;

(3) Ensure that all unaccompanied
vehicles to be loaded on passenger ves-
sels are screened prior to loading;

(4) Deny passenger access to secure
and restricted areas unless escorted by
authorized facility security personnel;
and

(5) In a facility with a public access
area designated under §105.106, provide
sufficient security personnel to mon-
itor all persons within the area.

(b) At MARSEC Level 2, in addition
to the requirements in paragraph (a) of
this section, the owner or operator of a
passenger or ferry facility with a pub-
lic access area designated under
§105.106 must increase the intensity of
monitoring of the public access area.

(c) At MARSEC Level 3, in addition
to the requirements in paragraph (a) of
this section, the owner or operator of a
passenger or ferry facility with a pub-
lic access area designated under
§105.106 must increase the intensity of
monitoring and assign additional secu-
rity personnel to monitor the public
access area.

[USCG-2003-14732, 68 FR 39322, July 1, 2003, as
amended at 68 FR 60542, Oct. 22, 2003; USCG—
2006-24196, 72 FR 3584, Jan. 25, 2007]

§105.290 Additional requirements—
cruise ship terminals.

At all MARSEC Levels, in coordina-
tion with a vessel moored at the facil-
ity, the facility owner or operator
must ensure the following security
measures:

(a) Screen all persons, baggage, and
personal effects for dangerous sub-
stances and devices;

(b) Check the identification of all
persons seeking to enter the facility.
Persons holding a TWIC shall be
checked as set forth in this part. For
persons not holding a TWIC, this check
includes confirming the reason for
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§105.295

boarding by examining passenger tick-
ets, boarding passes, government iden-
tification or visitor badges, or work or-
ders;

(c) Designate holding, waiting, or em-
barkation areas within the facility’s
secure area to segregate screened per-
sons and their personal effects await-
ing embarkation from unscreened per-
sons and their personal effects;

(d) Provide additional security per-
sonnel to designated holding, waiting,
or embarkation areas within the facili-
ty’s secure area; and

(e) Deny individuals not holding a
TWIC access to secure and restricted
areas unless escorted.

[USCG-2006-24196, 72 FR 3585, Jan. 25, 2007]

§105.295 Additional requirements-Cer-
tain Dangerous Cargo (CDC) facili-
ties.

(a) At all MARSEC Levels, owners or
operators of CDC facilities must ensure
the implementation of the following
security measures in addition to the
requirements of this part:

(1) Escort all visitors, contractors,
vendors, and other non-facility employ-
ees at all times while on the facility, if
access identification is not provided.
Escort provisions do not apply to pre-
arranged cargo deliveries;

(2) Control the parking, loading, and
unloading of vehicles within a facility;

(3) Require security personnel to
record or report their presence at key
points during their patrols;

(4) Search unmanned or unmonitored
waterfront areas for dangerous sub-
stances and devices prior to a vessel’s
arrival at the facility; and

(5) Provide an alternate or inde-
pendent power source for security and
communications systems.

(b) At MARSEC Level 2, in addition
to the requirements for MARSEC Level
1, owners or operators of CDC facilities
must ensure the implementation of the
following security measures:

(1) Release cargo only in the presence
of the Facility Security Officer (F'SO)
or a designated representative of the
FSO; and

(2) Continuously patrol restricted
areas.

(c) At MARSEC Level 3, in addition
to the requirements for MARSEC Level
1 and MARSEC Level 2, owners or oper-
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ators of CDC facilities must ensure the
facilities are continuously guarded and
restricted areas are patrolled.

[USCG—-2003-14732, 68 FR 39322, July 1, 2003, as
amended at 68 FR 60542, Oct. 22, 2003]

§105.296 Additional requirements-
barge fleeting facilities.

(a) At MARSEC Level 1, in addition
to the requirements of this part, an
owner or operator of a barge fleeting
facility must ensure the implementa-
tion of the following security meas-
ures:

(1) Designate one or more restricted
areas within the barge fleeting facility
to handle those barges carrying, in
bulk, cargoes regulated by 46 CFR
chapter I, subchapters D or O, or Cer-
tain Dangerous Cargoes;

(2) Maintain a current list of vessels
and cargoes in the designated re-
stricted area; and

(3) Ensure that at least one towing
vessel is available to service the fleet-
ing facility for every 100 barges within
the facility.

(4) Control access to the barges once
tied to the fleeting area by imple-
menting TWIC as described in §105.255
of this part.

(b) At MARSEC Level 2, in addition
to the requirements of this part and
MARSEC Level 1 requirements, an
owner or operator of a barge fleeting
facility must ensure security personnel
are assigned to monitor or patrol the
designated restricted area within the
barge fleeting facility.

(c) At MARSEC Level 3, in addition
to the requirements of this part and
MARSEC Level 2 requirements, an
owner or operator of a barge fleeting
facility must ensure that both land and
waterside perimeters of the designated
restricted area within the barge fleet-
ing facility are continuously mon-
itored or patrolled.

[USCG-2003-14732, 68 FR 39322, July 1, 2003, as
amended at 68 FR 60542, Oct. 22, 2003; USCG—
2006-24196, 72 FR 3585, Jan. 25, 2007]

Subpart C—Facility Security
Assessment (FSA)

§105.300 General.

(a) The Facility Security Assessment
(FSA) is a written document that is
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